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Information security

Over the past year Systems has contributed to improving both security and privacy through investments in existing and new
processes and services.

A number of projects are currently underway, or have already been completed to improve information security:

§8pdated information security operations methodology which is a component of UVic's Information Security Program and
consists of the definition of roles and processes that manage IT security operational processes (monitoring, responding, reporting)
at the university.

§Lompleted a second external security vulnerability testing.
§®Peveloped a security program to provide strategy and guidance on institutional IT security.
§9mplemented internal and external IT controls related audit recommendations.

. Conclusion and priorities for the ne t year

The work over the past year has demonstrated our commitment to maintaining strong and comprehensive privacy, records
management and information security programs in support of the university’s strategic direction and priorities. The university
continues to integrate these programs, and work on issues of shared concern.

Over the next year, priorities in the areas of privacy, security and records management include:
A Cross-portfolio:
i) Carry out site visits of 6 units.

i) Implement and communicate changes to the privacy, information security and records management policies and
procedures.

iii)  Complete further online training packages for advanced training.
iv)  Continue to integrate the PIA tools into the university processes.

v)  Continue the planning for the 2016-2017 records assessment project of confidential and
highly confidential records containing personal information.

B. Privacy:
i) Develop and distribute further materials on the use of cloud technology.
i) Renewed privacy website.

C. Records Management:

i) DOR revision (with priority given to the sections that must be updated prior to the 2016/17
Assessment Project)

i) Arevised stand-alone records management website
iii)  Continued development of electronic records management resources for the campus.

D. Security:
i) Continue to improve security posture.
i) Increase maturity in IT controls for security and privacy.
iii)  Deploy security awareness and education across campus.
iv)  Focus on implementing the Security Program

In conclusion, privacy, records management and information security will continue to collaborate over the course of
2016 to maintain and strengthen privacy and security in this rapidly changing higher education and technological environment.
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