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ADMINISTRATIVE SYSTEMS ACCESS RESPONSIBILITIES

The university is responsible for protecting all personal information in its custody and for ensuring
appropriate security controls are in place to prevent unauthorized access to private information. One
critical component of security is to ensure that only authorized individuals have access to data within
our university administrative systems. The designated administrative authority, normally the supervisor
in non-academic units and the Chair/Director/Dean in academic units, is responsible for proactively
managing systems access.
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Protection of Privacy Policy and Procedures for the Management of Personal Information, we have
developed a new report that will assist you in fulfilling this responsibility.

The new report, the Administrative Systems Access Report, will be sent to you electronically once per
term starting June 13, 2012. The report lists staff, faculty and contractors who have access to
administrative systems (Banner, FAST) and asks that you, as the unit supervisor, validate the information
listed to ensure that proper access to these systems is maintained. As part of your review, we ask that
you consider whether system access is appropriate in the context of the following guidelines:
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We recognize that leaves from a position can occur for a variety of reasons. It is standard practice that
access be removed when an employee goes on leave, be it for maternity, personal, medical or
secondment. During study leave and administrative leave, faculty may need to retain access to some
systems. The supervisor must consider the context of the leave and may, in limited instances,
determine that access be continued during the particular leave; the supervisor should consult the
Administrative Authority in their area to address Privacy Policy and procedural compliance. Reasons to
support continued access should be provided on the Position Status Change form submitted at the time
leave is reported.

Systems access changes for an employeel
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